m MESHINGLON TRUST Quick Reference Guide — User Management

For corporate administrative users, the User Maintenance widget on the User Management workspace
provides the tools to view, add, update, lock and unlock users. The Audit Report widget on this workspace
provides an audit trail of user activities of all users in your company.

Home

Payments & Transfers

Reporting

User Management

Payment Fraud Control

A Test User
LAST LOGIN: 09/15/2020 07:47 PM

Help Center

® Log Out

User Maintenance
The User Maintenance widget is pinned to the workspace with an option to toggle between a list view or a tile
view of the User Maintenance widget. Both views provide a summary of all users, alink to add new user, a
single-click ability to lock or unlock a user, the ability to modify a user’s permission and the ability to view
detailed userinformation:

Tile View:

User Management

@ Add New User .@\-‘
J

ALEX Alex Admin View User Summary |
LASTLOGIN: 12/02/2012 10:41 AM useR 1D USER TYPE
. i
ANDREA Andrea Admin View User Summary | ~
LAST LOGIN: 01/28/2020 01:52 PM USER D USERTYPE
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List View:

User Management

@ Add New User

£+ Asof02/02/2020 11:52 PM

Y & L
ACTIONS LOGIN STATUS USER NAME USERID USER TYPE LAST LOGIN
Unlocked Alex Alex Admin 12/02/2019 10:41

View

Andrea Andrea Admin 01/28/2020 01:52
Modify
Delete Unlocked andrea Andreauser User 12/09/2019 02:35
Copy User
Reset Password Unlocked Bart Bart Admin 01/07/2020 01:02

As with standard capabilities, the list view(s) in User Maintenance can be personalized — sortdata in a column,
display desired columns, arrange order of columns and filter data. Each user may save multiple personalized
views for later use. Data can be printed and exported.
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Add a new user

From the Add New User link of either the list view or the tile view:

User Management

ny -
@ Add New User ( =8 =
\

Follow the workflow that guides you through — defining user information, permission services and accounts,
assigning limits (if required), then reviewing all the setup information before finalizing the new user:

Define information related to the new user —

If user password is assigned by the Customer Administrator, the system displays the password complexity
requirements.

DEFINE USER
USER INFORMATION CONTACT INFORMATION
USER ID EMAIL
123sample sample.user@none.com
9112
USER NAME PHOMNE
Sample User
11/40
CONTACT NAME > Add Contact Fields
Sample User
11/40 ADMIN SETTINGS
ENABLE DATE
PASSWORD 09/17/2020 b
PASSWORD
USER TYPE
User A4
REPEAT NEW PASSWORD
@ Password requires at least one letter, one number
and one special character
@ Password cannot contain Customer ID, or User ID.
@ Password must be between 6 and 8 characters.
@ The password fields must match
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If user password is set to be systematically generated, the process emails the user when the new user profile is
finalized.

DEFINE USER
USER INFORMATION CONTACT INFORMATION
USER ID EMAIL
123sample sample.user@none.com
9112 20/255
USER NAME PHONE Optional
Sample User
11/40
CONTACT NAME > Add Contact Fields
Sample User
11740 ADMIN SETTINGS

ENABLE DATE

PASSWORD 09/17/2020 v
System Generated Password
USER TYPE
a7 : :
f send password via email User o

The financial institution may permit a corporate administrative user to create other administrative users. User Type -
“Admin” are available for selection in the dropdown.

USER TYPE

User W

Admin

User

Otherwise, the User Type is fixed to User.

USER TYPE

User

(D Please contact your financial institution if you wish
to update User Type
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Next, continue to permit the user to various services and accounts. The user may copy the permission details

from an existing user or continue to set permission individually. Services withthis 2. icon need Account Level
Permissions. Account Transfers require From/To direction setting —

DEMOUSER1 | DEMO USER1 @
EDIT Entitlements Limits Summary

Assign Services

PERMISSIONS COPIED FROM

Select -
() Select Al Apply selectionto  (O) All Accounts @ Select Accounts
— CORE SERVICES
ACCOUNTS PERMISSIONS NAME
s TRANSFERS TRANSFER ABILITY WIRE TRANSFERS
[ selectall Search Q
(] BankAccuuanfDRspar\mg@ a Select & ]
(O Loan account info Reporting 11 General Acct- 123123123 From/To ~
Transfers [
o (0 Reserve Acet- 23235252 From - ]
s From/To
Pt (0 Building Loan - 36254512 O From (]
iew Only
To
() stop Payments it [0 TestAcct-123456789 O F To ~ O
O nput
O view only (J aaa-10010001 O From/To ~ ]
‘
4+ PAYMENTS SERVICES VIEWERORAS DISPLAY 5 W 1234

+  SIMPLIFIED PAYHENTS
+ OTHERS

=+ ADMINISTRATION

Cancel back m
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If permitted service(s) requires user limit assignment, the process guides you to the Assign Limits step. User limits
cannot exceed the Customer (company) level limits.

TESTUSER | TESTUSER L ]
EDIT Entitlements Limits Summary

Assign Limits

ACH Transaction Date Limits
INTIATION APPROVAL

5 99,999,999.99 s 99,999,999.99

Transfer Limits

ACCOUNT ENTRY/DAY ENTRY/TRANSACTION MAX # PER DAY
Overall Combined Limits s 888,888,888.99 § B88,888.88 999

Wire Transfer Limits

ACCOUNT ENTRY/DAY ENTRY/TRANSACTION APPROVAL/DAY APPROVAL/TRANSACTION ALLOW FREEFORM
Overall Combined Limits s 9,999,999.99 8 9,999,999.99 ] 9,999,999.99 s 9,999,999.99
Loan Limits
ENTRY/DAY ENTRY/TRANSACTION MAX # PER DAY
5 200.00 s 10000 | | 999

fernes m

Alternatively, to assigning overall user level ACH limits, the financial institution may require user limits at the ACH
Company ID level. In such scenario, the user ACH Transaction Date Limit will be as shown below:

ACH Transaction Date Limits
Apply limits to

() AllCompanies @ Select Companies

Company Initiation Approval

RACING

] 10,000.00 § 15,000.00

My ACH C: 'y
Jaen sempany s 20,000.00 s 30,000.00

VIEW 1-2 OF 2 DISPLAY RV 1

Page: 6 of 11



m WASHINGTON TRUST"

Freeform wire initiation control also can be set by each account for a user.

Quick Reference Guide — User Management

TESTUSER | TESTUSER
EDIT

Assign Limits

Transfer Limits

s by account

Overall Combined Limits s

Payroll Account - *++0002 3

Test Account 1 -*++0001

Overall Combined Limits

Payroll Account - **++0002

Test Account 1 - ***+0001 s

ENTRY/DAY

ssss38558 90 semsme s
s88,538,550.99 s semosssa | | 939
588,596,858.99 s sss0se88 | | 999

ENTRY/TRANSACTION APPROVAL/DAY

9,999,999.99 s 9999,999.99 s 9,999,999.99
9,999,999, 59 9999,999.99 s 9,599,999 99
9,999,999.99 s 9.999,999.99 s 9.999,999 99

APPROVAL/TRANSACTION

Limits

5:999,999.99

DISPLAY 2% 1

User limits can be pinned to customer limits — FI Administrator needs only to adjust the customer level limits, all
users with limits pegged (pinned) to the customer limits would adjust accordingly.

Assign Limits

ACH Transaction Date Limits
Defer to customer limits

$ 9,999,999,999.99 $

Transfer Limits

Defer to customer limits

ACCOUNT ENTRY/DAY

Overall Combined Limits $

Wire Transfer Limits
B Defer to custemer limits

ACCOUNT ENTRY/DAY

Overall Combined Limits s
Loan Limits

B Defer 1o customer limits

S 5,000.00 5

9,999,999,999.99

ENTRY/TRANSACTION

1,000.00 $ 1,000.00
ENTRY/TRANSACTION APPROVAL/DAY
9,999,999,999.99 s 9,999,999,999.99 & 9,999,999,999.99
5,000.00 L 10.00

MAX 2 PER DAY

APPROVAL/TRANSACTION

ALLOW FREEFORM

9,999,999,999.99
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Review the entire new user setup, before finalizing. Click ‘SAVE’ to create the new user —

123SAMPLE | SAMPLE USER
EDIT

Review User Information

USER DETAILS

User Information

useRi

123sample

CONTACTNANE
Sample User

Go to User Details

ENTITLEMENTS
Core Services

BR - SAME DAY RPT.
Account History
Cash Position Worksheet
Same Day Report

Payments Services

Loans
Loan Approvals

Loan Customer Report Service
Loan Draw Service

Loan Payment Service

Account Permissions

ACCOUNTS

First Account - 123123123
Buiting Account- 23235252
Buiiding Loan - 36254512

Caital Account - 123456789

Operating Account - 10010001

Viewing 1-5 of 12
Go to Entitlements

LIMITS

Transfer Limit - Account

ACCOUNT TYPE ENTRYTXN
From/To 888,888.88
Wire Limit - Account

ENTRYTN ENTRYDAY

999,999,999.00 999,999,999.00

Loan Limit - Account

ENTRYTIN ENTRVIDAY
99,999,999.99 99,999,999.99
APPROVAL TYPE

None

Goto Limits

PERMISSIONS NAVE

useR A
Sample User

PASSWORD

TRANSFERS
Approval
Input
Report

WIRE TRANSFERS
Wire Import

Wire Pending Approvals
Wire Template Approval
Wire Input

Wire Report

Wire Templates

—— Tnsters
5} °
©) [©)
[}

) e)
©) [©)

ExTRIDAY
888,888,388.0

APPROVALTXN
999,999,999.00

MAX#PERDAY
999

Summary

Contact Information

EmaL PHONE
sample.user@none.com (555) 123-5555

ENABLE DATE USERTYPE
28-Aug-2019 Admin

STOP PAYMENTS
Stop Payments
Stop Reports

FOREIGN BXCHANGE
Foreign Exchange

Stop Payments Loans
@
@
@
@
@

Display |5/~ per page

MAX#PERDAY
099

APPROVALIDAY
999,999,999.00

APPROVALITIN APPROVALDAY
0.00 0.00

Wire Transfers

[9)
[9)

@
@

3

< Page [1]- of3 >
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VIP Token Management

Assign/register the token serial number to the user without needing to contact your financial institution.

DEFINE USER
USER INFORMATION CONTACT INFORMATION
USER ID EMAIL
612 26255
USER NAME PHONE Optional
12440
CONTACT MAME > Add Contact Flelds
15740 ADMIN SETTINGS
ENABLE DATE
PASSWORD ~
PASSWORD
USER TYPE
User W

REPEAT NEW PASSWORD

@ The password first character must be a letter, it must contain at
least 6 characters and no more than 8 characters and no
characters other than letters, numbers and the underscore may be
used

VIP TOKEN SETTINGS

@ Password cannot contain Customer ID, or User ID. TOKEN SERIAL NUMBER Maodify,
@ Password must be between 6 and 8 characters
@ The password fields must match

() Token pending ectivetion. The user will be agked to activate the token next time they

are challenged

Dual control of user administration

If Dual Control is enabled, when any user is created/modified, approval from a second Corporate Administrator is
required. The userin pending approval status is identified on the User Maintenance widget.

User Management

@ Add New User ﬂ o

O Asof 11/13/201903:36 PM

v =}

TOM SMITH TomSmith Needs Approval Admin
LasT Lo s
OLIVER Oliver Needs Approval Admin View User Changes
LasT LoGiN v
MIA STONE MiaStone Needs Approval Admin s o s |
LAST LOGIN: usemio APPROVAL STATUS useR TYPE i
EMMABROWN EmmaBrown Needs Approval Admin Vi i
LAST LOGIN: USRI APPROVAL STATUS USER TYPE h

Click onthe View User Changes link, the approving Corporate Administrator may review the changes on the User
Detail Screen before taking action to approve or reject.
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< Changes Awaiting Approval

Bctlon Type: Chznge By Usar: ilaarvie

a4z

TOMSMITH | TOM SMITH

Review User Changes

USER DETAILS

User information Gontact Informstan Sattings
Tomsmith 12 Nav 2019

yevheri Konevychibotiomline.com
Tom St
B (990} 7024979
Fore-Smie Evsan "
— Los Angeles
everty hils 90210
Aecount Permiss
scooons reEE
0B sAME O T starcngnrs TRANSEERSENONS TRAER NG Lows PSP
o i T @ F
Hank 1234 @
Dunk- 10 2 @ @
traing-11 Lo} @
Ukrmine- 16 2 @
Losnaceaunt-TFTF @ @
e undeere @ @ @
oseLAY s T

LIMITS
500 12,00
Tearater Limits
o AscounT RAME it eI o s PR oy
12 a0 aun w6
1284 Bk s a0 e
" e o ann @
i 2 ate s
i n am 5

w00 aat o
ety Swin a0 m s

enpIoET: weay v |1

Reject ) { Gance!
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Audit Report

e User activities are itemized in a list view, in order of Date and Time with the latest on top.
e Most frequently used query selections are provided in quick filters for your convenience.
o Deleted users are reported as Inactive.

USER ID DATE AND TIME
B Users Selected W Last 7 Days i
NewEwan -
Today
newuser ]
] NewUser2 Yesterday -
=DEF . 25 O asofosnszoziozzsam Y [ -
Newlser3 Last 7 Days
__' pi Last 30 Days
FILTER| — o s
| |Piotr {Inactive) This Month
oy — ACTION TAKEN DESCRIFTION
| QAZLEE - Last Month
CLEAR] Custom Range Loans Loan Transaction Report Displayed
0312 millertime TNl raes Loans Loan Transaction Report Displayed
03/12/2021 04:53:52 PM millertime 7RI View Widget ACH Pass-Thry
2/2021 04:53:52 PM millertime TR View Widget: Simplified Payments
03/12/2021 04:53:52 PM millertime JTniranen View Widget: Payments
03/12/2021 04:53:51 PM millertime T i View Workspace: Payment Center
03/12/2021 04:53:51 PM millertime L S View Wire Payment Domestic Wire From {Test Account 1 10010001} Benefi
03/12/2021 04:53:49 PM millertime [TnKe Modify Wire Payme Domestic Wire Bank Trace 2021071000024} Debit Am.
2/2021 D4:53:44 PM millertime F L i View Workflow: Review Payment
03/12/2021 04:53:44 PM millertime JAnp e View Wire Payment Domestic Wire From {Test Account 1 10010001} Benefi
-10.0F 145 DISPLAY | 10 W 123.15 2

As with standard list view capabilities, a user may control and personalize the list:
e Choose which columns are displayed or hidden, change the column order
o Filterthe data, choose a column for the data sort order
e Save auseful combination of column and data settings for later reuse
e Print the list content or export itto a CSV file
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